The goal of this work is to model the peering arrangements between Autonomous Systems (ASes). Most existing models of the AS-graph assume an undirected graph. However, peering arrangements are mostly asymmetric Customer-Provider arrangements, which are better modeled as directed edges. Furthermore, it is well known that the AS-graph, and in particular its clustering structure, is influenced by geography.
I. INTRODUCTION

A. Background and Motivation
The connectivity of the Internet crucially depends on the relationships between thousands of Autonomous Systems (ASes) that exchange routing information using the Border Gateway Protocol (VP). These relationships can be modeled as a graph, called the AS-graph, in which the vertices model the ASes, and the edges model the peering arrangements between the ASes. Sagy Bar is with the School of Electrical Engineering, Tel Aviv University, Ramat Aviv 69978, Israel. sagyb@eng.tau.ac.il Mira Gonen is with the School of Electrical Engineering, Tel Aviv University, Ramat Aviv 69978, Israel. gonenmir@tau.ac.il Avishai Wool is with the School of Electrical Engineering, Tel Aviv University, Ramat Aviv 69978, Israel. yash@acm.org Significant progress has been made in the study of the AS-graph's topology over the last few years. In particular, it is now known that the distribution of vertex degrees (i.e., the number of peers that an AS has) observed in the AS-graph is heavy-tailed and obeys socalled power-laws [SFFF03] : The fraction of vertices with degree k is proportional to k −γ for some fixed constant γ. This phenomenon cannot be explained by traditional random network models such as the Erdős-Renyi model [ER60] .
B. Modeling Principles for the AS-graph
1) Direction Awareness: Peering arrangements between ASes are not all the same [CCG + 02], [Gao01] , [DJMS03] . Gao [Gao01] shows that 90.5% of the peering arrangements have a Customer-Provider nature. This is a commercial arrangement: the provider sells connectivity to the customer. In such a peering arrangement the provider allows transit traffic for its customers, but a customer does not allow transit traffic between two of its providers. This asymmetry is much better modeled by a directed graph, with edges going from the customer to the provider. However, according to Gao [Gao01] about 8% of the peering arrangements have a symmetric peer-to-peer nature, and these arrangements need to be modeled as well. Conveniently, symmetric peering arrangements can be modeled within a directed graph as a pair of anti-parallel directed edges.
The above observations have some important effects on the process by which the AS-graph evolves, effects which should be taken into account in a model: 1) When a new peering arrangement is formed, it is the customer that chooses the provider. 2) A rational customer will choose a provider offering the best utility -which means, among other factors, the provider offering the best connectivity. We argue that a provider with many uplinks (i.e., an AS that is a customer to many upstream providers) offers better connectivity to its own customers, and is therefore a more attractive peer. 3) An existing AS's decision to set up a new peering arrangement, with an additional provider, is influenced by the number of customers the AS already has. We argue that an AS that has many downstream customers is motivated to keep up with their connectivity demands, and consequently, is motivated to add upstream connectivity. 4) The vast majority of arrangements are asymmetric.
However, with a certain probability p, a new peering arrangement will be symmetric.
2) Geographic Awareness: The AS-graph structure is known to be influenced by geography [LBCM03] , [BRCH03] , [LC03] (and more, which are all cited at the full version of the paper [BGW05] ). However, in all these works, (except for [LC03] ), geography is modeled using Euclidean distances, by defining a coordinate system and attaching coordinates to each AS. We argue that it is difficult to meaningfully associate a point on the globe with an AS: Most ASes, and especially the large ones, cover large geographic areas -up to whole continents and more. This paper takes a different approach to modeling ASlevel geography. We observe that even though an AS is not located in one point, most ASes do have a national character [CAI04] -which can be inferred, for example, from the contact address listed in the BGP administrative data. Therefore, to model the effects of geography, we associate a region with each AS in the model. When an edge is added in our model, we control whether it is a local edge (both endpoints within the same region) or a global one (endpoints may be anywhere).
We shall see that GDNG produces an evolution model of the AS-graph based on all the above considerations. We show that our model matches the reality of the ASgraph with surprisingly high accuracy, yet it remains amenable to mathematical analysis.
C. Contributions
Our main contribution is a new model that has the following features:
• It describes the AS-graph as a directed graph, which models both customer-provider and symmetric peering arrangements. • It produces networks which accurately model the AS-graph with respect to: (i) value of the power law exponent γ, (ii) the size of the dense core, (iii) the number of customer-provider links, and (iv) the number of leaves. In fact, it significantly improves upon all existing models we are aware of, with respect to all these parameters. • It includes a simple notion of geography that, for the first time, produces networks with accurate Regional Cores -secondary dense clusters that are local to a geographic region. • Our networks exhibit realistic path inflation effects. • It is natural and intuitive, and follows documented and well understood phenomena of the Internet's growth. • We are able to analyze our model, and rigorously prove many of its properties.
A full version of this paper, including the omitted proofs, may be found at [BGW05] .
II. THE DIRECTED INCREMENTAL EDGE ADDITION (DINED) MODEL
For ease of exposition, in this section we describe our model with no reference to geography, and refer to it as the DInEd model. In the next section we expand the model to incorporate a notion of geography.
The DInEd model is based on the following basic concept: the purpose of growing edges is to improve the connectivity of the graph. A customer pays its provider for transit services. As a result a provider with many customers is motivated to be connected to other providers that are already well connected. Thus, a node is more likely to grow edges if its in-degree is large, and a node with a large out-degree is more likely to be chosen as an endpoint of an edge.
In addition to the customer-provider edges, we also consider symmetric peer-to-peer relations. We model peer-to-peer relations as anti-parallel directed edges that connect two nodes. In this section we give our model's definition, analyze its degree distribution and prove that it is close to a power-law distribution. We also analyze the expected number of leaves.
A. Model Definition
The basic setup in the DInEd model is the same as in the InEd model, with the important difference that we get a directed graph: We start with m 0 nodes. At each time step we add a new node, and m directed edges. The edges are added in the following way: 1) One edge connects the new node v as a customer to some node that is already present. The edge is directed from v to the chosen node. An existing vertex i, with out-degree y i , is chosen as a provider for node v with probability p(y i ) = y i / j y j , where j ranges over all the nodes in the network. 2) The remaining m−1 edges connect existing nodes.
The outgoing (customer) endpoint of each edge is chosen preferentially, choosing a node i with in-degree k i with probability p(k i ) = k i / j k j , where again j ranges over all the nodes in the network. The incoming (provider) endpoint is also connected preferentially, choosing a node i with probability p(y i ) as before. Note that a node's motivation to originate another outbound link is proportional to the number of downstream customers it already has. 3) With probability p, each of the added edges, after choosing its endpoints, will be an undirected edge, modeled as two anti-parallel directed edges. (p is a parameter of our model). Thus, the new node is always added with an out-degree of 1, but its in-degree can be either 0 (with probability 1 − p), or 1 (with probability p).
Note that, unlike the models of Krapivsky et al. [KRR01] , Bollobás et al. [BBCR03] and Aiello et al. [ACL01] , a node's desirability as a provider depends on its out degree, i.e., on the level of connectivity it can provide to its downstream customers.
B. Power Law Analysis
In this section we show that the DInEd model produces a power-law degree distribution. We analyze our model using the "mean field" methods in Barabási-Albert [BA99] . Let k i (t) denote node i's in-degree at time t, and let y i (t) denote out-degree at time t. As in [BA99] , we assume that k i and y i change in a continuous manner, so k i and y i can be interpreted as the average degree of node i, and the probabilities p(k i ) (respectively p(y i )) can be interpreted as the rate at which k i (respectively y i ) changes.
Theorem 2.1: In the DInEd model,
and A = p 2 + 4m(m − 1).
Theorem 2.1 shows that the DInEd model produces a power-law distribution in both the in-degree and outdegree.
III. THE DIRECTED INCREMENTAL EDGE ADDITION WITH GEOGRAPHY
In the GeoDInEd model, at each time step we add a new node and associate it with a geographic region according to a pre-determined distribution P j for 1 ≤ j ≤ l, where l is the number of geographic regions. As in the DInEd model, we add m edges in each step: one connecting the new edge, and m − 1 connecting existing nodes. Let 0 ≤ α ≤ 1 be a locality parameter, indicating the probability of an edge to be a local (regional) edge. The edges are added according to the same process used in the DInEd model, with the following differences:
1) The first edge always connects the new node to local nodes that are already present, i.e., to nodes in its region. 1 2) The remaining m−1 edges connect existing nodes in the following manner: a) With probability α the edge is local. Thus its endpoints are restricted to be in the region of the new node. Subject to this restriction, the endpoints are chosen with the same preferential attachment rules as in the DInEd model. b) With probability 1 − α the edge is global.
Therefore its endpoints are preferentially chosen, as in the DInEd model. Note that a "global" edge may end up being local, since the choice of endpoints is not constrained.
Our analysis shows that the GeoDInEd model produces a power-law degree distribution with an accurate powerlaw exponent γ, for the global degrees as well as for the local degrees, and that γ is exactly the same as that of DInEd for any regional distribution P j and any value of α. However, our simulations show that α has a strong effect on the clustering structure of the network: Our model is the first to produce regional cores.
IV. IMPLEMENTATION
We implemented the GeoDInEd model as a synthetic network generator. GDNG is freely available from the authors. We used GDNG to generate synthetic topologies with Internet-like parameters. In all the experiments we used n = 15, 000 and m = 2.11, which match the values reported in [SW04] . 
A. The Fraction of Symmetric Peering Arrangements
We show the fraction of peer-to-peer edges as function of the locality parameter α for p = 0, 0.04, 0.07, 0.1. Thus our model naturally produces 2-3% symmetric edges, and the effect of the p parameter is roughly additive. So with p = 0.07 the model produces 8.53-9.79% symmetric peering arrangements.
B. Dense Core Analysis
Our next experiment was designed to test the effects of the locality parameter α. Fig. 1 shows that a large Dense Core exists for all values of α. However, we see that increasing α produces additional cores, whose size and number grow with α. A detailed inspection of the raw data shows that 98% of these secondary cores are fully contained in one of the regions, i.e., they model the so-called Regional Cores. We believe that our model is the first to exhibit such regional cores. The figure shows that the GDNG networks have realistic dense and regional cores with the locality parameter α around α = 0.5: i.e, each new edge has a 50% probability of being a local (regional) edge.
C. Power Law Analysis
Our simulations show the Complementary Cumulative Density Function for regional distribution (CCDF R )of the degree distribution in the Internet's AS-graph and in the GDNG generated synthetic networks. We show the well-known power-law of the Internet AS graph, with a CCDF exponent of η = 1.17. We also show that the GeoDInEd model has a fairly accurate power-law exponent of η = 1.37.
D. Path inflation effects
Our simulations show that the results we obtained are fairly close to those shown by Gao and Wang [GW02]: 11% path inflation for tier-1, 22% path inflation for tier-2, and 23% infaltion for tier-3.
